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1
Decision/action requested

It is requested to approve the update to KI #1 of 3GPP TR 33.700-28.
2
References

[1]             3GPP TR 33.700-28: " Study on security aspects of satellite access".
3
Rationale

This pCR proposes to update KI #1 in TR 33.700-28 [1].

4
Detailed proposal

*************** Start of the Change ****************

5.1
Key issue #1: Protection of satellite coverage information used by 5GC/EPC
5.1.1
Key issue details 

To support mobility enhancement and power saving optimization, multiple solutions were documented in TR 23.700-28 [2], which require 5GC/EPC to move the UE into CM-IDLE state and provide power saving parameters or mobility management parameters properly, when the UE is about to leave satellite coverage. This requires that the satellite coverage information to be made aware of by 5GC/EPC. According to the overall evaluation in TR 23.700-28 [2], such satellite coverage information (e.g. in form of satellite ephemeris data or unreachability information) could be provisioned to 5GC/EPC from different potential sources, e.g. the OAM, the RAN, the NWDAF, a dedicated NF, the AF (e.g. DCAF) or an external server (e.g. Coverage Map Server). While the sources like the OAM, RAN or NWDAF could be trusted, the sources like the AF or an external server may not always be trusted. 
Also TR 23.700-28 [2] has the following concerns:

"-These solutions with communicating external server may have potential issues in terms of privacy and security.

... "
Editor’s Note: the terminologies are to be revisited for alignment with SA2’s conclusion.

5.1.2
Threats

AF or an external server may impersonate the trusted source. 

Also, AF or an external server may tamper of satellite coverage information in motion without authorization.

5.1.3
Potential security requirements 

The 5GS/EPS shall support the authentication and authorization of the sources of satellite coverage information (e.g. in form of satellite ephemeris data or unreachability information) for provisioning to 5GC/EPC.

The 5GS/EPS shall support secure transfer of the satellite coverage information between network entities for supporting discontinuous coverage. 
*************** End of the Changes ****************
